
 
 
 

Understanding the Executive Summary Report  
 
The Executive Summary Report (ESR) provides a top level view of the threats and 
vulnerabilities that CyGlass detects. 
 
The report provides you with an overall threat score for your network -- how at-risk are you -- 
and a set of more detailed metrics to understand where opportunities for improvement can be 
found. 
 
In this document, you will learn: 

● about the different sections of the ESR 
● how threat scores are calculated and 
● what you can do to improve your organization's threat score 

   



 

Page 1 - Threat Assessment Overview  

The Reporting Period represents the 
data that is used to generate the 
report. Common reporting periods are 
1 week and 1 month. 

Threat Scores are calculated like a 
credit score, on a scale from 300 to 
850. The Score is an average of the 
metrics below that are applicable to 
your site. You can also see your score 
as grade from A to F. You want an A, 
right? 

Your Threat Score reflects how well 
protected your network is. Higher 
scores indicate that CyGlass has seen 
few threats and vulnerabilities and that 
your network visibility is strong. 

The Target Threat Score provides you 
with a goal to meet or exceed, based 
on CyGlass' experience with many 
networks. The target is designed to be 
a B. It's Very Good.  

Threat Detection metrics encourage 
you to quickly review and respond to 
CyGlass Smart Alerts. The metrics 
track how many smart Alerts are 
currently open, how promptly you are 
addressing them, and how hard 
CyGlass is working for you, monitoring 
potential threats so you do not have to. 
See below for details on each of these 
3 metrics, how they are calculated and 
how you can keep your scores high. 

Network Visibility metrics help you keep up with identifying the important subnets and 
devices in your network. When you tell CyGlass which assets and subnets are most important 
to you, CyGlass can provides you with more effective threat information. By labeling the 
assets, their roles, we can automatically detect policy violations for those types of systems. By 
labeling your subnets, CyGlass can more effectively identify rogue devices and unknown 
threats.  See below for details on each of these 3 metrics, how they are calculated and how 
you can keep your scores high. 
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The Policy Violation metric tracks how many violations are being detected by CyGlass in your 
network. The polices that you enable help you to find traffic that indicates unauthorized activity.
Turn on policies that help you to identify errors and misconfigurations in your other security 
tools such as firewalls, VPNs, EDR and Asset Management. Quickly identify when these 
systems are not blocking unauthorized traffic. 
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Page 2 - Threat Detection 
The Open Smart Alerts Metric grades 
you on how many Smart Alerts you 
currently need to review and act on. 
Smart Alerts indicate potential threats 
to your network. Raise your score by 
reviewing, remediating and closing your 
Smart Alerts. The trend chart shows 
you how the number of open alerts has 
changed over the preceding 14 days. 

  

The Average Time to Close Smart 
Alerts metric tracks how long you leave 
Smart Alerts open. Respond quickly 
and find threats quickly. Remediate and 
close quickly and you'll raise your 
score. The target for a B is 2 open 
alerts at any given time. 

The chart shows the reasons you 
specified for closing the Smart Alerts. 
There are 4 possible reasons: 

● Abnormal and Unauthorized. 
This is a real threat that 
needs investigating. 

● Abnormal and Authorized. 
For example, you might have 
performed a network scan as 
part of your own testing. 

● Normal Activity. This activity 
is expected on the network. 
When you close these Smart 
Alerts, you can ask CyGlass 
to suppress future alerts. 

● Other. When you close these 
Smart Alerts, you can provide 
more detail so that CyGlass 
can better understand 
whether this is a risk or not. 
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The Manual Effort Saved metric reflects how hard CyGlass is working to automatically review 
potential threats and vulnerabilities so that you do not have to. This is calculated by looking at 
the Smart Alerts and behaviors detected by CyGlass and scoring a few saved minutes for each 
-- time you saved by not having to review flow logs and by receiving timely alerts to anomalous 
and potentially threatening activity. We only take credit for the things you do not need to look 
at. We estimate you save an hour for every Unconfirmed Smart Alert CyGlass detects and 15 
minutes for every Orphaned Behavior. and we cap it at 10 person days per week since soft 
costs are still soft costs. You will be able to keep your score up if you are actively monitoring 
your network. Make sure your collectors are constantly feeding data to CyGlass. 

The Smart Alert Summary provides a quick view into what types of Smart Alerts have been 
seen through the reporting period. Each row summarizes all the Smart Alerts that have 
occurred for that type of threat. The status column indicates  if there have been many 
occurrences (Red), just a couple of occurrences (Yellow) or no occurrences (green). The major 
actor count indicates how many of your internal assets or systems were involved in the 
potential threats. The time columns tell you when Smart Alerts of this type were first seen and 
last seen. The first seen time may precede the reporting period if the Smart Alert's time span 
partially covers the reporting period. 
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Page 3 - Network Visibility 
Your Network provides basic statistics 
about the devices CyGlass can see. 
Internal IPs are those that are part of 
your organization. CyGlass identifies 
these because they either have private 
IP addresses or you have explicitly 
labeled them as internal in the Subnets 
Settings. Trusted Internal IPs are those 
that have been labeled, either 
automatically through CyGlass Subnet 
Suggestions or manually through the 
Subnet Settings. 

External IPs are simply all the IP 
addresses that are not Internal. These 
are all the public IP addresses that your 
employees or users are communicating 
with. 

This section also includes some basic 
statistics on the amount of data 
CyGlass sees moving across your 
network. Total traffic is the byte count 
of data monitored. Flow counts reflect 
the total number of conversations 
between pairs of IP addresses and 
ports seen in the report period. 

The Unidentified Assets metric 
indicates the percentage of assets that 
CyGlass knows about that you have not 
identified. An important part of Network 
visibility is knowing what devices are 
supposed to be doing. By 
understanding what your assets are, 
CyGlass can focus more on the critical 
ones and the unknown ones, not 
alerting you about devices that are not 
important. Keep this percentage low so 
that when rogue assets appear, you can 
easily find out about them. To keep it 
low, review the Asset Suggestions in 
the Discover Tab and accept those are 
important in your network. 
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The High Risk Assets metric identifies assets that have high risk levels. The percentage 
shows you what percentage of all your defined assets current are assigned a high risk level. 
There a number of factors that contribute to a rise in an asset's risk level: 

● It is a major or minor actor in open Smart Alerts and behaviors 
● There are high numbers of anomalous events involving its IP addresses 
● It has been labeled as an important assets 

The accompanying chart shows you the common roles assigned to your high and low risk 
assets. 

To keep this metric low, close your Smart alerts in a timely manner, remediate threats so that 
future Smart Alerts do not arise, set your asset Importance levels in the Asset Settings 
accurately so unimportant assets don't create a false sense of risk.  

The Unidentified Subnets or IP Ranges metric indicates the percentage of subnets or IP 
ranges that  CyGlass knows about that you have not identified. Knowing the active subnets in 
your network is a critical foundation for understanding the devices in your network. A rogue 
subnet can indicate an unauthorized router in your network or an unauthorized configuration 
change. Here too, keep the percentage low so that when these unexpected changes occur, 
you can respond to them quickly. To keep it low, review the Subnet Suggestions in the 
Discover Tab and accept those are important in your network.  
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Page 4 - Policy Assurance 
The Policy Violation Metric tracks a 
7-day trailing average of the count of 
violations that occur each day. Each 
policy is evaluated periodically, at 
most once every 30 minutes. A 
violation is counted for each failure of 
the policy rule. 

For example, if 1 internal device 
communicates to a prohibited country, 
it can violate the Activity to Blocked 
Countries rule once every evaluation 
period. If two internal devices are 
found communicated to same 
prohibited country, that will generate 2 
violations. 

The trend shows the history for a 14 
day period. 

The red and green bar show how 
many policies have generated 
violations during the report period. The 
red segment reflects those with 
violations. The green reflects those 
that are active but have generated not 
violations. Policies that are not 
activated will not be counted here. 

At first, you may have a high volume of 
violations as you experiment with 
which policies are most helpful in 
protecting your network. Violations 
should only trigger when activity 
violates an important policy. Enable 
those policies that alert you of 
malicious activity and drive you to take 
action. Tune the policies and zones to 
only alert on what is important. 
Improve your score on this metric by 
reducing your daily policy count to 2 
or lower for a small network. 
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The Top 5 most Common Violations chart identifies which policies have triggered the most 
violations over the report period. Only the top 5 are included. The x axis is a count of violations. 

The Violations by Category chart identifies which types of policies have triggered the most 
violations over the report period. By assigning categories to reflect the types of policies you are 
enforcing, you can get a clear view of the types of issues that are most common in your 
network. 

As the count of active policies may grow to be quite large over time, grouping these by 
category provides a quicker way to understand where your network weaknesses might be. 

The Assets or IPs with Most Violations chart identifies which systems in your network have 
triggered the most violations over the report period. Only the top 5 are included. The x axis is a 
count of violations.  

  

Metric Targets  

The targets you should strive to meet or beat for these metrics may vary depending on the size 
of network you have and the type of organization you are. CyGlass assigns these targets based 
on what we know about you and what we know about sites similar to yours. 

The Trend Chart for each metric shows the target value in a separate series on the chart. Look 
on your report to see what target CyGlass recommends you aim for. Meeting the target will get 
you a B grade. Exceeding the target can earn you an A. 
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